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Terms of Reference 
 

CONSULTANCY TO CONDUCT LEGAL ASSESSMENT ON BORDER MANAGEMENT, DATA 
MANAGEMENT AND DATA PROTECTION IN GHANA 

 

Context and Scope 
West African states face challenges in the management of land borders, including the lack of adequate 
infrastructure and equipment; the porosity of borders; and the activities of trafficking and smuggling 
networks. In Ghana, significant efforts have been made to reinforce national capacity to manage national 
borders according to international best practice and in line with Ghana’s regional, continental, and global 
commitments, including the development of a national migration policy, national border management 
strategy and the Ghana Immigration Service (GIS) strategic plan. Though the Government of Ghana has 
made strides in addressing the technological and infrastructural challenges there remain gaps relative to 
immigration and border management systems among others.  
 
The International Organization for Migration (IOM) Ghana has developed an intervention that aims at 
enhancing and reinforcing the capacity of Ghana’s lead border management agency, the Ghana 
Immigration Service (GIS), to efficiently manage cross-border movements through the setting up of IOM’s 
Border Management Information System (BMIS) known as the Migration Information and Data Analysis 
System (MIDAS). MIDAS is an automatic BMIS that permits the collection, analysis, and archiving of 
biographic and biometric information found in travel documents, facilitating the sharing of this 
information across a network of border posts, immigration regional commands and headquarters, with 
the capacity to also cross-reference this information across existing databases, such as the national 
identity database, for instance.  

To support the reinforcement of national institutional framework for managing and protecting data, IOM 
is seeking to hire a consultant to conduct a legal assessment for IOM Ghana to inform the legal basis of 
MIDAS implementation in accordance with the objectives and deliverables described below. Ghana 
passed a Data Protection Act in 2012 resulting in the subsequent setting of the Data Protection 
Commission with the latter being responsible for the implementation of the Act. The legal assessment 
will assess the existing framework for data protection to propose recommendations to reinforce data 
protection within MIDAS in Ghana in line with the 2012 Data Protection Act and other relevant national, 
regional and international policies and frameworks.  

Objectives 
The consultant will conduct a legal assessment on border management, data management and data 
protection in Ghana, to inform the legal basis and recommend related measures and safeguards for a 
MIDAS implementation. The assessment will be within the framework of the existing Data Protection Act, 
2012 (Act 843) promulgated to protect the privacy of the individual and personal data by regulating the 
processing of personal information as well as ambit of the Data Protection Commission and its 
operations. The assessment should also explore, for example, the statutory mandate National 
Information Technology Agency (NITA) as established and regulated by Act 771 of 2008 and its 
implications for the implementation of MIDAS. The Immigration Service Act, 2000 (Act 573), Immigration 
Service Act, 2016 (Act 908), Legislative Instrument 2001 (LI 1691) among other related legislations may 
provide a backdrop to conduct the assessment. International and regional legislation and standards 
should also be considered.  
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In order to establish a baseline for actions to be carried out in Ghana for strengthening the legal and 
institutional framework for the protection of personal data within border management, the consultant  
will carry out  a  study of Ghana’s data management legislation and practices in relation to international, 
regional and national law and minimum international data protection standards.  

The consultant, under the direct supervision of the IOM Ghana Project Coordinator, and in close 
coordination with IOM’s Institutional Law and Programme Support Division, Office of Legal Affairs (LEGPS) 
will produce a final report containing the following elements: 

 
• An overview and review of all existing legal instruments governing the life cycle (creation, 

processing, storage, sharing/transfer, destruction) of data in Ghana, including existing legislation on 
the protection of personal data;   

• Legal assessment on data management and data protection in relation to border management in 
Ghana; 

• An in-depth analysis of compliance with the applicable sub-regional, regional and international data 
protection instruments and their level of integration into the legal order applicable in Ghana;   

• Legal aspects to be included to the implementation strategy to ensure the standardization on the 
collection and use of border management data throughout the country; 

• Description and analysis of the identified roles and responsibilities of stakeholders in ensuring 
protection of border management data in Ghana; 

• If following the findings of the legal assessment, it is found that existing overarching policy, 
measures and safeguards on data protection is insufficient, include recommendations for 
elaboration of policies related to the management, sharing and protection of border management 
data need to be developed in Ghana; 

• Legal and data protection recommendations in view of the elaboration of standard operating 
procedures (SOP) guidelines on data protection related to the exchange of data between systems 
managed by GIS in view of ensuring consistency on border management data collection, including 
instructions on what to do if there is a hit against the alert list; 

• An action plan to integrate data protection and privacy in the implementation of border 
management information systems in Ghana. 

 

Deliverables  
• Detailed work plan validated by the IOM Ghana Programme Coordinator. 
• Final report, including the elements described under the “Objectives” section above. 

Duration 

The duration of the consultant contract will be 60 days from the signing of the contract.   
 

Consultant’s Qualification 
• Master's degree in public or international law, political or social science, international studies or a 

related legal field of an accredited educational institution; 
• University degree in law; 
• Professional Certificate in Law and a member of the Ghana Bar Association in good standing. 
• Strong critical thinking, legal analysis and oral and written advocacy skills. 
• Experience in evaluation and writing study reports is required; 
• Knowledge of international laws and standards on data protection is mandatory; 
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• Experience liaising with government authorities, other national and international institutions and 
donors, as well as civil society organizations; 

• Experience of a similar situational analysis of the protection and management of personal data at the 
national level is an advantage; 

• Experience in collecting and analysing secondary data and conducting semi-structured interviews is 
mandatory; 

 

Application Procedure 

Interested candidates should send their Curriculum Vitae (CV) or company registration documentation as 
well as financial proposals for the position to accravacancies@iom.int by July 11, 2021 indicating in the 
subject of the mail “Legal Assessment on Border Management, Data Management and Data Protection in 
Ghana”. 

The submission should include: 
• Motivation letter and CVs; 
• A financial proposal outlining the consultancy fee;  
• A draft workplan indicating proposed workflow and duration;  
• Methodological note of how the assessment will be carried out (not exceeding 2 pages); 
• Sample of similar research or assessment carried out; 
• Summary and reference of similar or related work done in the past.  

All intellectual property and other proprietary rights including, but not limited to, patents, copyrights, 
trademarks and ownership of data resulting from this consultancy shall be vested in IOM, including, 
without any limitation, the rights to use, reproduce, adapt, publish and distribute any item or part thereof. 
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